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communication and subsequently improves the Air Force’s ability to engage in the information 

battlespace—but there is more that can be done.   

 

Recommendation 1B: Embed PA in Information Major Command 

In a recent visit to Joint Base San Antonio-Lackland, Air Force Chief of Staff, General 

Mark A. Welsh III said, "In about 10 to 12 years, I think we should have a major command 

focused on information. It should be about collecting it, processing it, and disseminating it…"16 

General Welsh’s comments indicate an increasing awareness among Air Force senior leadership 

of the importance of information as it relates to warfighting.  This is evidence that the service’s 

focus on traditional air operations may be adapting to meet the requirements of 21st century 

warfare and serves as a second opportunity to improve the Air Force’s ability to engage in the 

information domain.   

Though General Welsh’s comments focused primarily on cyber efforts and Intelligence, 

Surveillance and Reconnaissance (ISR) as the thrust of the notional command, operationally 

focused public affairs would be a more than appropriate addition to such a unit.  There, public 

affairs personnel could work hand in hand with intelligence personnel to study enemy 

communications efforts, trends in operational communications and the constantly changing 

information environment.  Establishing an information warfare-focused public affairs directorate 

within the information command would go far in improving the service’s capability to provide 

operationally minded communicators to the combatant command.   

Information Command public affairs personnel would be responsible for educating the 

career field on operational communications efforts.  This would require close ties to combatant 

commands and theater command staffs in order to ensure up-to-date, relevant information.  
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Additionally, an assignment at Information Command should be an important stop for a public 

affairs officer’s career progression, just as holding the position of a wing chief of public affairs is 

an important stepping stone for current officers.   

Much like the recommendation to place public affairs lieutenants in operational 

squadrons, this recommendation benefits the non-PA personnel in the unit.  The notional 

command would likely be manned by intelligence, cyber and operational personnel—all of 

whom could complete a career in today’s Air Force without ever having worked with a public 

affairs officer. After spending a portion of their career with public affairs personnel in pursuit of 

information dominance, these personnel would become more aware of public affairs’ capabilities 

and how those capabilities can affect the enemy.  These changes would indicate an increased 

emphasis on communications as a role the Air Force is responsible for carrying out, which 

highlights another obstacle to the service’s ability to engage in a more contested information 

environment. 

Obstacle 2: Risk Aversion in Large Bureaucracies 

In 2008, then Army Lieutenant General Bill Caldwell was wrestling with changing the 

Army’s culture to take advantage of the new communication venues offered by social media.  In 

a Small Wars Journal blog post on the topic, he said, “Soldiers are encouraged to take the 

initiative and calculated risk in the operational battlefield because we understand the importance 

of maintaining the offensive. However, once we move into the informational domain, we have a 

tendency to be zero defect and risk averse.”17  That General Caldwell’s comments were made 

during combat operations seven years ago, yet are still relevant in 2016, is indicative of a 

significant obstacle to DoD’s operating effectively in the information battlespace—military 
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culture does not view communicating publicly, even in the name of defeating an enemy, worthy 

of the risk that act might entail.   

In the years that have passed since General Caldwell identified this risk aversion, the 

services have made a concerted effort to utilize social media.  All services now make use of 

Facebook, YouTube and Twitter.  Many general officers maintain personal social media 

accounts that they personally use to communicate with multiple audiences.  And in 2013, the Air 

Force published a guide for the use of social media and in doing so, encouraged its use among 

Airmen. 

Despite these efforts, senior leaders still decry DoD’s overall inability to engage in the 

information battlespace.  In a recent address to Air War College, a combatant commander 

lamented the services’ inability to beat enemy information efforts due to an organizational 

culture that requires oversight and approval processes that stifle the effectiveness of 

communication efforts: 

I gotta tell you, when it comes to information warfare, I am a pessimist.  The 
speed and power of a lie requires an incredibly agile, not only agile, but willing 
force to fight.  We are not willing to take the field at the speed that our opponents 
are.  We first need policy decisions that say we are willing to sacrifice some of 
our internal oversight or internal mechanizations to match the speed of our 
opponent so that we can put dedicated fighters on the problem and give them 
mission type orders, empower them to move out and let them counterattack at 
speed.18 

 
Some of the internal oversight and mechanizations referred to by the general are the extensive 

approval processes military personnel must work through in order to inform the public.   

In general, public affairs personnel must seek approval from the commander, the higher 

headquarters public affairs staff or, in some cases, both, before engaging publicly.  This process 

moves fairly quickly when reacting to media queries.    But proactive efforts receive much more 

scrutiny and can take days or weeks to be approved.  
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A large part of this reluctance to communicate is based on the risk-versus-reward 

calculation that military culture inculcates in its leaders.  The idea of saying something publicly 

that will be reported internationally within seconds is fraught with career risk. This risk is 

magnified in today’s information environment where individuals armed with smart phones and 

internet access can broadcast to a larger audience than CBS could during the Vietnam War.  An 

Air Force general recently learned this lesson the hard way when he likened the act of speaking 

out publicly against the service’s position on a controversial issue with Congress to committing 

treason. The story quickly earned national attention and the general was reprimanded and 

removed from his post. 19  This is an extreme example but it illustrates the message many senior 

leaders receive regarding communicating publicly—engage at your own peril.   

Unfortunately, there is no simple recipe for success in creating an organizational culture 

that values communications to a degree in which risk will be accepted.  There are, however, 

courses of action that will put the military on a track to begin to change this culture. 

Recommendation 2A: Get Leadership Onboard 

The first step has been accomplished.  The acknowledgment by senior leaders like 

combatant commanders that risk aversion and self-imposed restrictions on communications have 

limited the military’s ability to engage the enemy is essential.  But blog posts and speeches alone 

will not inspire lower level commanders to view communications more favorably.  The next step 

must be taken by public affairs officers and lower level commanders, to take the generals to task 

and seek out opportunities to communicate.   Retired colonel and former wing commander 

Michael Bob Starr wrote a commentary in April of 2015, in response to ISIS’s publishing of the 

personal information of military families.  With the help of Air Force PA personnel at the 

Pentagon, he was able to get it published in a widely read national newspaper, USA Today.   In it, 
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he condemned the ISIS hit list as an act of cowardice, but the broader theme of the article was to 

express the importance of actively engaging the enemy in the information battlespace.20  He 

described the fight against ISIS as a battle of two competing narratives and goes so far as to 

characterize that fight as more important than the physical conflict saying: 

The U.S. launches airstrikes every day to strike ISIL targets in support of 
our allies and freedom fighters in Iraq and Syria. If our adversaries could do 
something to prevent those warplanes from taking off, it would be a great victory 
for their side. Preventing us from telling our story, however, would be far more 
effective and represent an even greater victory.21 

 
With continued support and encouragement from senior leadership and the PA community, more 

commanders will engage in this type of communication and erode the culture of risk aversion 

associated with communicating publicly.  A worthy goal is to inspire more wing and squadron 

commanders to write, speak and blog—to engage in the information front.  The next step in 

overcoming this obstacle involves engaging the other end of the personnel spectrum.   

Recommendation 2B: Take Advantage of Innate Communicative Skill of Airmen 
 

Young Airmen view communication very differently than older generations.  They have 

never known a time when there was no internet.  Cell phones were commonplace before they 

were born.  Where kids used to complain about typing classes in high school, today’s children 

are typing pros before they hit middle school.  The second way to overcome the obstacle of 

communications risk aversion is to embrace and capitalize on the advanced communicative 

abilities of today’s younger Airmen.  

There are many ways to go about doing this, but the first must come from the top.  Senior 

leaders must encourage lower level commanders to make the most of this talent by encouraging 

young officers and enlisted members to utilize these skills.  This has already begun.  In 2014, Air 

Force Chief of Staff, General Mark Welsh initiated a contest in which he challenged Airmen to 
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tell the story of their Air Force experience in 90-seconds or less via smartphone video camera.  

The videos were uploaded via YouTube and judged by anyone who accessed the site.22   The 

idea of senior leadership encouraging Airmen to go around their workplace with video cameras 

and film themselves for public release, without consulting public affairs, would be unheard of 

just a few years ago.  This is the kind of trust that can change culture.  But there must be broader, 

institutional efforts to the same end. 

Recommendation 2C:  Teach Public Affairs in PME 

Professional Military Education (PME) is required of all members of the Armed Forces.  

Recognizing the need for America’s warriors to be thinkers as well, the services spend a 

significant amount of time and money to ensure service members receive continuous education.  

Despite senior leaders’ comments regarding the importance of communication, the Air Force 

does not currently include public affairs training in any of its three officer PME programs.  At 

the intermediate and senior level courses, officers spend a year as full-time resident students.  

This is a perfect opportunity to train officers in how they can engage in the information 

battlespace.   

Captains should receive basic media training or tactical communications training.  Majors 

should be trained how to integrate communications into theater campaigns or operational 

communications training.  And senior level officers should learn how military communications 

efforts support national security objectives at the strategic level.  Enlisted members should 

receive similarly tailored training in Airman Leadership School, Noncommissioned Officer 

Training and Senior Noncommissioned Officer Training. This repeated emphasis on 

communications is crucial to inspiring calculated risk-taking in the communications realm, but 

more importantly, this training would be given to all Airmen, not just public affairs personnel.  It 
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also signals recognition on the part of public affairs personnel that they have a role as facilitator 

in leveraging the innate communication capability in today’s Airmen.  Rather than convincing 

Airmen to become communicators, this effort would develop them into the type of 

communicators that a service needs to be successful in today’s information environment.   

The Challenge to Implementing Recommendations  

Whether or not the Air Force will take such steps to improve its ability to operate in the 

information battlespace is in question.  The first place to seek the answer to such a question is the 

public affairs community.  To be sure, public affairs personnel are not the only Airmen 

responsible for public communication.  Commanders, lawyers, legislative liaison officers, and 

others all collaborate on communication plans and speak publically on behalf of the Air Force in 

varying roles.  That said, all public communication is coordinated at some level with public 

affairs personnel and for that reason, the state of Air Force public affairs career field can be used 

as a bellwether for how the service views the importance of public communication.   

Since 1994, public affairs officer manning has been cut at a higher rate than those cuts to 

Air Force officers as a whole.  Currently there are more active duty generals in the service (262) 

than there are active duty public affairs officers (258).  Of the four services, the Air Force has the 

lowest manning percentage of its public affairs officer’s billets.  This is most telling at the 

Lieutenant Colonel (O-5) rank where the Army, Navy and Marine Corps are manned at 95%, 

98% and 100% respectively.  The Air Force only fills 44% of its public affairs Lt. Colonel 

billets.23  These numbers are only a single indicator and should be viewed in context of other 

factors such as the downsizing following conflicts and budgeting constraints like sequestration.  

Still, the timing of these reductions, concurrent with the rise of the internet and globalization, is 

troubling.  As the globe has become more interconnected, and opportunities for communication 



 

16 
 

have increased exponentially, the Air Force has reduced the manning of the officers devoted to 

communicating on behalf of the service.   

Conclusion 

For all the airtime ISIS is getting via the news media and Congress, the terrorist 

organization still does not pose an existential threat to the U.S.  The recommendations made in 

this paper are not intended to instill fear or increase the degree of threat assigned to ISIS.  Rather, 

they should be taken as recognition that the information battlespace is becoming increasingly 

contested and that the changes required to engage more effectively in it are largely cultural.  

Airpower legend General Henry “Hap” Arnold coined the term “air-mindedness” to 

describe the “…particular expertise and . . . distinctive point of view” of Airmen.24  All of the 

recommendations for improving the Air Force’s ability to operate in the information battlespace 

are focused on the mindset of Airmen—there are no suggested changes in tactics or strategic 

course corrections.  None of the recommendations call for major manpower increases or 

bolstering of the public affairs budget. There is, however, a common thread among them all—

that the key to improving the way Airmen communicate is to change the way they think about 

communication and how it relates to airpower.   

Airmen are already beginning to change the way they think about airpower as a whole.  

In a 2015 address, General Welsh discussed the need to begin building a sixth generation aircraft 

saying, “I think it’s important that everybody understand, this isn’t necessarily an airplane. It’s 

how do you provide air dominance down the road? There are probably a number of things you 

have to do to do that…”25  Could General Welsh be referring to a platform that employs 

information more than kinetic weapons and allows Airmen to operate more effectively in the 

information battlespace?  It wouldn’t be the first time for Airmen.  Airmen have been thinking 
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about communication for a long time, and it has had varying level of importance to the service’s 

mission throughout its history.  Just three years after the Wright brothers’ first flight of an 

airplane, the United States recognized the military utility of such an invention and established a 

flying unit.  Where did they place this new technology?  They assigned the airplane to the signal 

corps, the branch devoted to communication.26   
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